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Introduction

« MELHE 02 cps2 R > 532 387 24

« 2 Al emergent property2} M 22 hazard?| LIEtE = /US

* Emergent property: A| A O| 20|, 4 247} OtL A|AH £F0|M SAL = EY

e CPS c Safety-critical system
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Background

» Systems-Theoretic Process Analysis (STPA)
« 2™ 24 (Hazard Analysis, HA) 7| 212| Bt B &

o A|XHEIO[Z0 7|8t causality model 2] Systems-Theoretic Accident Model and Process

(STAMP)E ol M| Ct&l 7| H

* 4-step Process

STPA
1) Define 2) Model 3) Identify 4) Identify
Purpose of == the Control = Unsafe Control =i Loss
the Analysis Structure Actions Scenarios

Identify Losses, Hazards

Define L o /‘\ ;
System Envi t +— i
boundary nvironmen

I
|

ey

Figure 2.1: Overview of the basic STPA Method

*Ref: N. G. Leveson, J. P. Thomas. “STPA Handbook,” 2018

| DEPENDABLE SOFTWARE
LABORATORY



Background

» Systems-Theoretic Process Analysis (STPA)
« 22 24 (Hazard Analysis, HA) 7| 22| ot & F
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1) Define 2) Model 3) Identify 4) Identify |_|- |_-I o= %I-Eol'jl "I"I OI_I-
Purpose of == the Control = Unsafe Control =i Loss
the Analysis Structure Actions Scenarios . o L
S A X =X =2 L
T —'—xl I = O 7 |'o

Identify Losses, Hazards

Define

|
|
s 1
ystem |
boundary Envuronment . l {
"""" |
1
|
1
1
|

'
1

I System :
! I
P

S R

Figure 2.1: Overview of the basic STPA Method

*Ref: N. G. Leveson, J. P. Thomas. “STPA Handbook,” 2018
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Background

* Types of causal factors of loss scenario

1) QHESEX| 2 controller behavior

X H 5t feedback / information

W
-|II

o CAZI EHE A AL A X| LOA hazard 7} EMSH= & QI
3) actuatorE E2SH= control pathO| A1 2| X

4) M Z controlOf| 2} 525 controlled process2| = A
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Quality Attribute Scenario (QAS)




Background

Quality Attribute(Scenario (QAS)
|

QA: A| 2B S S W OS2 A XS 2| 7 (needs) &
MK E &= = U2 5% 715t (measurable) H| 7| &8 £
(2 (safety), 22| (reliability), ZHE 4 (scalability), AHE& 4 (usability) 52 Z &)
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Quality Attribute Scenario (QAS)
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Background

QAs2| 1+

o Stimulus Response

@ |:> Artifact :>

Response measure

Source of stimulus Environment
« Source of stimulus: AFEf, CFE A AH 5 stimulusE M|& 5= 7 A
e Stimulus: SourceO| 2|3 A artifactOf| Al O X| = O|HIE
e Artifact: StimulusZ =& SH= CHA A|ABIO| MA| = L E 22 A|AHIO &G
* Response: Stimulus?| =25 O| 2 artifact2| &%
« Response measure: |2 EE 2[% responsed| CH St
=
o

e Environment: A| A EIO| state
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Background

* Safety Verification (2t8d B35)

. HASl 3% ¥E B oLt

o YUHFX Ol sW V&V (Verification & Validation)Of| A{2F Ot XH7FX| 2,
EM M
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Previous Work

At etel== 0 M5 A e

(A Study on Identification of Quality Attribute Scenario for Safety of Cooperating Cyber-Physical Systems Using Systems-Theoretic Process Analysis)

« STPAS| Z1}E EESI0 Qas =&
> B cpse| @AY/ HA HAH 52 AHHEd SHO M E2F

« YYots Z442 cpsE Al cpsel T+ A[LELE 72t

> ZF 4 cpset M| cpsOf| Cliot 242 HE = 43l
e UCAZ} Loss scenarioS 22510 QASE Al HSt= BECH K| CF

« 7| HE{ Q| guideword K| 2F > QASO| A{ 2| response measure 2 &

'without failure, 'until (operation), 'within (time)', 'after (operation)’

R
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Safety Test Case Generation Process Using STPA

2 oo 25

: STPAE ZH-8 Sf safety Test Case2| 4 4




Safety Test Case Generation Process Using STPA

Typical STPA Process Safety TC Generation Process
1) Define purpose of the R 1) Tokenize unsafe control actions and
analysis loss scenarios into words and phrases
2) Select guidewords according to the
2) Model the control type of unsafe control action
r
structure »  With (certain percentage of failure)
*  Without failure
) »  Until (certain function) gets back to normal
3) Identify unsafe control *  Until (certain operation) is provided
actions *  Within (certain amount of time)
*  After (certain operation) is performed
4) Identify loss scenarios 3) Generate safety TC in the form of

quality attribute scenarios

R
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Safety Test Case Generation Process Using STPA

Typical STPA Process

Safety TC Generation Process

1) Define purpose of the
analysis

1) Tokenize unsafe control actions and
loss scenarios into words and phrases

2) Model the control
structure

3) Identify unsafe control
actions

2) Select guidewords according to the
type of unsafe control action

With (certain percentage of failure)
Without failure

Until (certain function) gets back to normal
Until (certain operation) is provided
Within (certain amount of time)

After (certain operation) is performed

4) Identity loss scenarios

3) Generate safety TC in the form of
quality attribute scenarios
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Safety Test Case Generation Process Using STPA

1) UCAZ2} loss scenarioS E 20 L2}

El_l'O'I g% jg(_)_l _65' EHE Eéél‘ (tokenize)

2) M &3t guideword 4178

Typical STPA Process Safety TC Generation Process
* With (certain percentage of failure)
1) Define purpose of the 1) Tokenize unsafe control actions and
i loss scenarios into words and phrases . .
analysis oo P *  Without failure
2) Select guidewords according to the
2) Model the control i . . .
et type of unsafe control action ¢ Until (certain function) gets back to normal
= With (certain percentage of failure)
= Without failure
= Until (certain function) gets back t 1 . . . . .
3) Identify unsafe control »  Until (certain oporation) is provided * Until (certain operation) is provided
actions = Within (certain amount of time)
= After (certain operation) is performed
* Within (certain amount of time)
4) Identify loss scenarios 3) Generate safety TC in the form of

quality attribute scenarios

» After (certain operation) is performed
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Safety Test Case Generation Process Using STPA

1) UCAZ2} loss scenarioS E 20 L2}

El_l'O'I g% jg(_)_l _65' EHE Eéél‘ (tokenize)

2) M &3t guideword 4178

Typical STPA Process Safety TC Generation Process
* With (certain percentage of failure)
1) Define purpose of the 1) Tokenize unsafe control actions and
analysis loss scenarios into words and phrases e Without failure

2) Select guidewords according to the

2) Model the control t f fi trol acti . . .
structure vpe ol unsale control action * Until (certain function) gets back to normal
= With (certain percentage of failure)
= Without failure
= Until (certain function) gets back to normal . . . . .
3) Identify unsafe control ~ Until (certain operation) is provided * Until (certain operation) is provided
actions = Within (certain amount of time)

= After (certain operation) is performed

* Within (certain amount of time)

4) Identify loss scenarios 3) Generate safety TC in the form of
quality attribute scenarios

» After (certain operation) is performed

3) 11t 29| A1tE 28510 QAsS|
S Ef £ safety TC 4 d
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Safety Test Case Generation Process Using STPA

a= A8 75 gt
Source . Operator
. Sensor
. 1/0 device
. Controller
. (internal/external) Data source
Stimulus Source’t M| 35t= HIO|H =22 HO{H H
Environment [1]01| Al M| &Sl safety general scenario)
In normal operation
. In degraded operation
- In manual operation
. In recovery mode
Artifact . Controller
. Controlled process
. 1/0 device
Response E 2310t stea 21t T SE0f| Tt £ 22| LHE0f| BT k= W& = OfHol 7= AXME [1101AM H|

S OF= safety general scenario2| response &S 0| CHSH f S O0f| A| MEHSICE
Unsafe stateE Q14|51 Chg 5 StLt O| 4= 2L

r
d

. Avoid the unsafe state

. Recover

. Continue in degraded or safe mode

. Shut down

. Switch to manual operation

. Switch to a backup system

. Notify appropriate entities (people or systems)
. Log the unsafe state (and the response to it)

Response measure | A HEI= ALEHO| THEHY| [HE X A G guideword AFE
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Case Study

e Testbed system

ZtEFSE Intelligent Transportation System 2| G| Al

Monitoring Software

MQTT Broker Server Monitoring Server
//

\ Tra nsportatlon
Informatlon System

Traffic Light Subsystem }- >
Central Control
. Subsystem
Traffic Light Subsystem >

Traffic Control System
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Case Study

e Testbed system

ZtEFSE Intelligent Transportation System 2| G| Al

Monitoring Software

\\
o
MQTT Broker Server Monitoring Server
~ yd
“ \ Iy §</ y \
| \ > / \
| \ S \\

® 3WAY1 e

Traffic Control System

Traffic Light Subsystem }- >
Central Control
. Subsystem
Traffic Light Subsystem >
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® AWAYT ®
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Case Study

e Testbed system

Monitoring Software

‘I‘ Transportation

Information System
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Traffic Light Subsystem }‘—'

Traffic Light Subsystem }- >

Central Control
Subsystem

® 4WAY1 @

DEPENDABLE SOFTWARE
LABORATORY

H

® 3WAY4 e




Case Study

e Testbed system

Monitoring Software
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Case Study

* HW

. OIFO|i BE 1+ 2tE BE (S, MM, | AE30| S

- & ugS ?[ehmarT E2F AH

* MQTT: Message Queuing Telemetry Transport, loT A|2EIOA SM Z2EEZE

ftot

[ X=2
[S)

« DLHEZ AZEH (M +sw)
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Case Study

UCAH loss scenario Of| A|

UCA-13: EtE[ X7} NS FEALE 0| MQTT MH E Sofl 215 EE MEoH| E= 820 SSSA
MEAAEO =5 Mo @ES MSoHK| E=C

1S13-4: A STHEA|AHO| Z2HIE A S2SHK| 2= 20
HA|AHO| sw ZHEE 27} 22| X2

H =
T —
OLt 0| F Mot MEHol= 3& = A SHA| XotRULt.

—
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Case Study

UCAH loss scenario Of| A|

UCA-19: SY SN MEAIAHS sw HEEH7/I WE™PEA|AE O ZEE MQTT AMHE Sl 71&
HE 7 NS =l 40| = RF (Radio Frequency) 2 &0 X0 HHZ2 XN SSHXA| =L}

1519-2: £ 2 40| 715 &20| M0 = ST &= thish H|O|HE M-S
TA X7 =20 R SHEAAHO| 7159 SEE NS0 0t L&
N MEAAEO| 22 =l process model 2= 7HA| A = RUCH 215 2F=2H0f CH ot
HOIHE nSEHEAAHO| HSEX| ot A2 A 7|52 Motz 25 8

M2 HO|HE +=&oHK| ZR7| T=O|Ct

« WSYEALEOCZRHERE JEE MSEOI SYSH MEA|LHO| ZXEE process
model= 7HX|A| &/ 7| 20 ucA-197F R SACE D 24

=
> USFEALH HYot ZHE SEH2EOE
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Case Study

UCAH loss scenario Of| A|

1S30-1: 25 MEA|AHEIS swHEEH /I E

= X El control algorithm= 71X
T UM SUYEX MEAAHOZHE 45 AlS X0 HAS HIDHQYO

o o= O C AM—
Lt == =25 M0 3= M&ot= o 2IistRAL.
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Case Study

UCA2} loss scenarioS EH-& 610 safety TCE Aot Of| A|

UCA-13: EtE[ X7} NS FEALE 0| MQTT MH E Sofl 215 EE MEoH| E= 820 SSSA
MEAAEO =5 Mo @S MSoHA| E=L

S =

1513-4: S FEA| LB O] HIEA SHOIK| Xol= BRUE, SESH MEALES swHES
27t HE|N2EFRH SHE =3 M0 8 2 BU2L 0|F ME|oto] PEote S5 & sl

K| ZoFRALE.

rC13-4; B2 AHe DS HEAAHO| SHEH SXEHK| Rt 22 FYS
+5 HOf$ICE 12{H SYSH A1EA|¢E=.+'9| sw 7 E £

A MEAAE”LS
C NEXMEA|A x|
function gets back to normal) 22| X7t K| S ot =& K| O‘| HEF= 20or=0|1 1

Off S| = =3l OF oLt
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Case Study

UCA2} loss scenarioS EHE

OF

O] safety TCE A4St 0| A|

UCA-19: SY SN MEAIAHS sw HEEH7/I WE™PEA|AE O ZEE MQTT AMHE Sl 71&
HEIL &= 420 < RF (Radio Frequency) Z&0f M0 HHES N &SHX| X=C

OH

1519-2: =2 ¢ 0f| Zlg 20| HdHSo = oS &0of tiet H0|HE HS A 27| W20
SYEALEO| g §EE MESoHA| ot ST SH MEAAEO| E X E process model 2= 7t
XA EIQUE 215 S20f tiet HOo|H & U SYEAABO| MSEX| Zot A2 dAM 7|52 Mtz

olofl ‘§&H 2l HO|H& == &okA| X7 W= O Cf.

_I_

TC19-2: ‘AN 7| 52| Kotz @Il A|AH FAH| 2] 7|50 Motel 2o A A
O_l_

= o 2ot €X[oHX| Bi= Zx el A HIO|HE M&S¢hh A2 uE
A

ox

—

BAAHO swHEFE = MM 7|50 L2 E0t= £ U WA
(until sensor function gets back to normal) A| 2 EIO| &2 = G|O|E{0f| Ciet 2EOE

7|0 ZE| X7 Ol & =l = AT ZLEHE MH 2 ™S5l Of hht.,
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Case Study

LS30-1: M 25 A EA|AEIO| sw HAE E2{ 7} X E control algorithm= 7HA| 11 UOIM SLEX| A
HAAHOZEREH =3 M3 X HHS NSLACLI =5 M2s5 X0 HH2 X SSt= 4o &

Ij{ ot AL,
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Case Study

QAS2| HE 2 LIEFH safety TC2| Of| Al

O

m ( Artifact ]
"| 254 Hua e >

1 =
Stimulus L SWHEZ¢g J Response

F5 Ao T A HEE
wrolSol a1 1o k7] Response

Environment = =
Source % 1 4] 2~ E o] &4 Measure
)7 &t A F 284 WE Y A 2]
Eab= A4g ek s

NES %79 07h7)
(until system function
gets back to normal)

TC13-4: 22| Xtz W SHEA|AHO| SHIZH S25HX| Xol= 82 SYSM MEA LB S =5
HOojgtct O{H SUEXN A EAAHOswHEEHE WEFYEA|AHO| SHIEZA S5 = U
5 S E M7 (until system function gets back to normal) 22| Xt7t K|St =5 O HHEHZ &

Ot= 0|11 10| StA| S A5f{OF SHCt.
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Case Study

QAS2| HE 2 LIEFH safety TC2| Of| Al

O

Artifact

m [

Stimulus

| REHHEA AR SW
i L AEZ7] J
A A9} AR A

01- L xl-_‘;:‘._l;] )\ﬂ A-]

Environment
Source Hl °lHE Al A 752 AR
A A A&l Al A 2]

ol Aska A

TC19-2: WA 7| 52| XMtz Qo A| A" HM 2| 7| 50| Mot d&oM WME 2la

Response
Al 2 E 9] EL% tﬂOl E] o]
g3t 272 J7) 3 Response
u o]l & _Q], ] &Sk
J;?:]}i}i]m 14_ 1‘—3 Measure
Aulz A% A 2] 750l
gAHoR golg &
A& w7HA

(until sensor function
gets back to normal)

q H o A X|S}

=)
Al =X UM E|0|E1§ H&etoh A28 nSZEAAEO sw AEEE = A2l 7|s0]

()
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Case Study

QAS2| HEN 2 LIE}LH safety TC2| O] A

O

m (A

AT AHA2E ‘
Stimulus L SW A E =7 J Response
T AlE Ao TF A3 Aol
BE S SW Environment “é‘ e Ay Response
Source HAEZ o) A BRI Measure
NE5 HBA 2w e As a4 @3
RF 5= (without failure)

Lo MO HESswHESDO U
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Case Study

« STPA Z21}

* UCA:43
* Loss scenario: 110
* Safety TC M Z 1}
* Safety TC: 110
* Safety Testing 21}

e Pass rate: 100%
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Case Study

* Pros
1) MAZXEQIHAZ|Ho = YTl sTPAS| ZUHE ZE S QASS| HENE 2 2 safety TCE
MASH7| 20| 2.t HA A el 20| 7FsSHEt

2) STPAE ZE5I7| Z0 loss scenario¥| 2=l causal factorg = A|A 0| S| & OF &
H40| et == Nafe 4= Ut
3) O =& [2, 310 ZZ8t= 7|5 Gt A (functional safety)= Z2HSHO X[ O ZHEHO| A2
OHd (control safety), 22| & SZF2| 2 (physical safety) & 2t °d 2| CH&ot ZH [4]
= 22 = ULk
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Case Study

* Cons

1) HMetet Z2MAE S Y dSt= safety TC7t Cha THH L 4= ULt

2) Atd| @S TSt HIAEHE A AEO 42 20| Bt 1 20| Bedtrt

—_—

3) HAEHEAAHOXLE=S5d T 52

St A2 RIO| Of2) QIABAT EXSICHE S 4
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Future Work
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